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• A 8-bit software implementation can easily 

undermine the security of the construction 



...how does a hardware implementation 

perform? 

• Throughput 

• Parallelism 

 

...what does it mean for the leakage? 

 

...what about countermeasures? 
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Low Complexity Extractor 
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Basic Architecture 
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Parallelism 
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Masking 

 

 

 

 

• Linear overhead 

• No need to save masks 
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Parallelization 1 4 8 

w/o masking 4.3 kGE 128 c 7.0 kGE 32 c 10.3 kGE 16 c 

1st-order 7.3 kGE 576 c 10.1 kGE 144 c 13.6 kGE 72 c 

2nd-order 7.3 kGE 1024 c 10.1 kGE 256 c 13.6 kGE 128 c 

3rd-order 7.3 kGE 1472 c 10.1 kGE 368 c 13.6 kGE 184 c 



Extractor Characteristics 

 

• Extractor yields one sample per 

extracted bit 

– Many samples per plaintext 

– Masks are re-used 

 

• But masking the extractor is 

much cheaper 
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IT Analysis 

Workshop on Cryptographic Hardware and Embedded Systems 
15 

Nara, September 2011 

 



Leakage Simulation 

• 4-bit sub-keys 

• Hamming weight 

• No algorithmic noise 

• Gaussian noise 
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Different Scenarios 
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Leakage Samples  
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Comparison: Single Sample 

• Single sample leaks like S-box 

• Masking is effective  O(norder) 
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Comparison: Multi Sample 

• Masking is still there 

• But a large amount of noise is needed 

Workshop on Cryptographic Hardware and Embedded Systems 
19 

Nara, September 2011 

 



Reducing the Exploitable Samples 

• Information depends linearly on num. Samples 

• Curves intersect earlier 

Workshop on Cryptographic Hardware and Embedded Systems 
20 

Nara, September 2011 

 



IT Analysis Results 

 

• Masking works 

 

• Steep slopes are easily achievable 

 

• Without reducing the samples sufficiently, the 

noise will not be enough 
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• Are multiple samples relevant? 

 

 

 

• Time complexity of multiple sample attack is 

the same as for single sample attack 

Using Multiple Samples? 
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Exploiting the Information? 

 

• Case study: CPA 

 

• We need preprocessing for masking 

– Normalized product combining 

 

• We cannot exploit mask re-use 
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CPA Attacks 

• Extractor looks suddenly very strong 
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